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EAFEEETF1EZE/MI=R seqlock, Hl#l EFEAFE, seqlock &EE I T 1EE FIEE

1 do {

2. seq = read_segbegin(&jiffies_lock);

3. ret = jiffies_o4;

4 + while (read_ seqretryC&Jlffles lock, seq));

Start with even seq Same sc;q;/iths\tart point
seq =0 - seqﬁ =2 seq = 2

Reader ” First trial [ Retry |
Writer | Update data

seq=1 seq =2

BT



Pre—existing reads

rcu_read_lock()

rcu_read_unlock()

|
/ Reader 1 reads Iredds | reads
] |
2 Reader 2 read$ | reads |
yo = |
S |
O Reader 3 reads '/ reads
5 ! '
Reader 4 reads | reads
= | |
\ Updater removal /l grace period reclamation

Time VA i
/ <
rcu_assign_pointer()

synchronize_rcu()

i =

=

Grace period
waits for completion

of pre—existing reads

primitives usage

rcu_read_lock() / rcu_read_unlock() e 3k AN/1B HY read-side critical section
rcu_assign_pointer() B s

rcu_dereference() BEE 1T R B PR

synchronize_rcu() / call_rcu() 5 R 55 B CPU X HZ ok By 18 52 il




Reader initiated
before start of

grace period

Reader initiated
after start of
grace period

Updater

|
- |
A A | |
: P '
| V |
B~ = LB B |
! v oo ! |
C Cla- | C = I
| |
| |
| A | A
| |
| |
| T =
| Y | Y
I C I C
| |
| |
| |
A A | 1A A
— | | | ——
Y | |
B $ B | @ | B $
* list_del_rcu(B) + :synchronize rcu(): ‘ free(B) Y
C - C I - C C

les

|
=

Grace period




UserSpace RCU

Paul McKenney

Software Engineer, Facebook
Verified email at fbo.com - Homepage

Concurrency RCU Linux kernel Real-Time Systems lS Pal‘a"el P fogl‘ ammlng Hafd, Al'ld,
If So, What Can You Do About It?
(First B&W Print Edition)

Paul E. McKenney

TITLE CITED BY YEAR

Read-copy update: Using execution history to solve concurrency problems 411 1998

PE McKenney, JD Slingwine
Parallel and Distributed Computing and Systems 509518

Stochastic fairness queueing 388 1990

PE McKenney
IEEE INFOCOM'90, 733,734,735,736,737,738,739,740-733,734,735,736,737,738,739,740

Packet recovery in high-speed networks using coding and buffer management 361 1990

N Shacham, P McKenney
IEEE INFOCOM'90, 124,125,126,127,128,129,130,131-124,125,126,127,128,129,130,131

Apparatus and method for achieving reduced overhead mutual exclusion and maintaining 307 1995

coherency in a multiprocessor system utilizing execution history and thread monitoring

JD Slingwine, PE McKenney
US Patent 5,442,758

Read-copy update 281 2001
PE McKenney, J Appavoo, A Kleen, O Krieger, R Russell, D Sarma, ...
Ottawa Linux Symposium Conference Proceedings, 175 |

User-level implementations of read-copy update 220 2011
M Desnoyers, PE McKenney, AS Stern, MR Dagenais, J Walpole
IEEE Transactions on Parallel and Distributed Systems 23 (2), 375-382




store 1 into a
load b into x

userspace-rcu

o

127 3 %

NFFE

store 1 into b
load a into y



ImIFRHI PR

mIFRB R ERIERIFERAVCRABHINF ik iRiER X AMIF,
(B friz1THIRME CPU {hEHBEREEMIELF (out-of-order)

1. /* only compiler barrier */
2. #define barrier() __asm volatile__ ("":::"memory")
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CPU RS R SER TR SRR X o o
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CPU [BIEEF M (cache coherence) 215 : Buttir :, Buffer
WBTRTE T RIS B EIR (RIS SR — BRI RO I I
T CPU HUEREFELEEFREZ, CPU FEERKEN Cache Cache
BEEFIEIBCH L1 E7FF, RIE MEST 1hiCIEEX

T’ NATIRE: EfEX Mod1 fied (M), JH&5 e e
Exclusive (E), #Z= Shared (S), FtxX S

Invalid (I)

BB TR CPU E7FMEFT -

NT VAN ER stalls, WEMRBAZIT store buffer, store forwarding, invalidate queue

NEFERERE RS store buffer F invalidate queue, WEEFE load fence &inicklET store buffer, 1EEFE
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static volatile 1nt a, b;

static void *fast_path(void *read_b)

1

a=1;

asm volatile ("mfence” : : : "memory");
*(1nt *)read_b = b;

return NULL;

static void *slow_path(void *read_a)

1

b = 1;

asm volatile ("mfence” : : : "memory");
*(1nt *)read_a = a;

return NULL;



x86-TSO FHY store-load barrier BYSEIFRT L£iARY mfence %+, lock BIZAVAR <t RILA
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1. /* x86-TS0O store-load barrier */
2. #define smp_mb() __asm__ __volatile__ ("mfence”:::"memory")

4. /* x80-TSO store-load barrier for that lacks mfence instruction */
5. #define smp_mb2() __asm__ __volatile__ ("lock; addl $0,0(%%rsp)":::"memory")
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16.

static volatile 1int a, b;

static int membarrier(int cmd, unsigned int fl1

{

return syscall(__NR_membarrier, cmd, flags,

¥

static void *fast_path(void *read_b)
{
a=1;
asm volatile (
*(int *)read_b = b,
return NULL;

"memory");

¥

static void *slow_path(void *read_a)
1
b = 1;
membarrier(MEMBARRIER_CMD_GLOBAL, 0, 0);
*(1nt *)read_a = a;
return NULL;
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1. static inline __attribute__((always_inline))

2. 1nt membarrier(int cmd, unsigned int flags, int cpu_id)

3. 1

4. return syscall(__NR_membarrier, cmd, flags, cpu_id);

5. }

7. #define membarrier_master() membarrier(MEMBARRIER_CMD_PRIVATE_EXPEDITED, 0, 0)

9. #define membarrier_slave() barrier()

11. #define membarrier_register() membarrier(MEMBARRIER_CMD_REGISTER_PRIVATE_EXPEDITED, 0@, 0)
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RMW(Read-Modifiy-Write) wlgE=IFIRFHY, {£A volatile %%L—T—ﬁEE AN
WINERIFF2S, T load Rl store BERRFELAAZEREIE, BHABERL
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1. #define access_once(x) (*(__volatile typeof__(x) *)&(x))

3. #define load_shared(x) ({ barrier(); access_once(x); })

5. #define store_shared(x, v) ({ access_once(x) = (v); barrier(); })
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spin-wait (busy-wait) BHPER pause FERILARFAIEEE

/* 1mproves the performance of spin-wait loops */

#define PAUSE() __asm volatile__ ("rep; nop":::"memory™)
/* example: */
for (1 = 0; 1 < RCU_WAIT_ATTEMPTS; ++1) {

1f (load_shared(node->state) & RCU_WAIT_TEARDOWN)

break;

PAUSE() ;

}
1THY 9 E BA

/* counts clock cycles */

static inline __attribute__((always_inline))

uinto4_t get_cycles()

1
unsigned 1nt edx, eax;
__asm volatile__ ("rdtsc" : "=a" (eax), "=d" (edx));
return (uinto4_t)eax | ((uinte4_t)edx) << 32;

¥
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AizHPIEe 5 RCU 89 rcu_read_lock() # rcu_read_unlock() REZEZLHXHF/FTFF,

MmAPSHEI PN FEZRFFMEBIZZIVIRE
1. void rcu_read_lock(void) ;. 201d rcu_read_unlock(void)
2. 1 3. unsigned long tmp;
3. unsigned long tmp; ' J g thp .
4 barrier(): 4. tmp = tls_access_reader()->ctr;
: tmp — tls,access reader()->ctr: 5. /¥ 1f reader.ctr low 32-bits equals to 1 */
6. /* if reader.ctr low 32-bits is @ */ §° 1Fmgkéﬁil{g§t2$a3eE§P_GP_CTR_NEST_MASK) = 1Dt
. . ' . — ’
/. 1f (likelyCi(Ctmp & RCU_GP_CTR_NEST_MASK))) 4 8. store_shared(tls_access_reader()->ctr, tmp - 1);
8. store_shared(tls_access_reader()->ctr, .
9. membarrier_slave();
9. load_shared(gp.ctr));
. . 10. wake_up_gp(&gp);
10. membarrier_slave(); » 1 else {
11. t else { ' .
12. store_shared(tls_access_reader()->ctr, tmp + 1); 1?' 1 store_shared(tls_access_reader()->ctr, tmp - 1);
3. ; 14. barrier();
14. }
5 15. }
' 16.

linux AZFH gp EMEFIREA synchronize_rcu()/call_rcu() F, EFFE CPU B Quiescent State IFEINTE
userspace rcu NFEE—BRNEMAEFMINEZIVAS
SATREAAITEREUI 2N FEA futex_wailt, FHEALFERN rcu_read_unlock() AR futex_wake RIEfEE
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OH
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1. #define rcu_assgin_pointer(p, v)

2. do {

3. __typeof__(p) ____pv = (V);

4, 1f (!__builtin_constant_p(v) || ((Cv) = NULL))
5. smp_mb();

6. store_shared(p, ____pv);

7. } while (0)

8.

BT %) &R :

HAPfEMET consume WFR, HATARKMTZENE
SHEEASREHZ load FI, EftAEXEUEKIBITS
SEPNGEE LI 7L DY

/* use p + @ to get rid of ther const-ness */
#define rcu_dereference(p) __extension__ ({
__typeof__(p + 0) ____p1;
__atomic_load(&(p), & ____pl
(————p1);
1)

ATOMIC_CONSUME) ;

9 ——

NS hwWwnN =

A A A A a4

A Ay



References

whatisRCU

What i1s RCU, Fundamentally?

Introduction to RCU

Userspace RCU

Expediting membarrier()

x86-TSO: A Rigorous and Usable Programmer’s Model for x86 Multiprocessors
Towards Implementation and Use of memory order consume



https://www.kernel.org/doc/Documentation/RCU/whatisRCU.txt
https://lwn.net/Articles/262464/
http://www2.rdrop.com/users/paulmck/RCU/
http://liburcu.org/
https://lwn.net/Articles/728795/
https://www.cl.cam.ac.uk/~pes20/weakmemory/cacm.pdf
http://www.open-std.org/jtc1/sc22/wg21/docs/papers/2015/p0098r0.pdf

